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ABSTRACT Field-programmable gate arrays (FPGAs) combine hardware reconfigurability with a high
degree of parallelism. Consequently, FPGAs offer performance gains and power savings for many applica-
tions. A recent trend has been to leverage the hardware versatility of FPGAs with the software programma-
bility of central processing units (CPUs) to improve the performance of processing-intensive workloads.
A variety of heterogeneous FPGA-CPU embedded systems are thus available. However, the security of
FPGA-CPU systems has not yet been thoroughly evaluated. In this work, we demonstrate the first attack on
FPGA-CPU platforms which leverages undervolting caused by the FPGA to inject faults and exploit them
against a software encryption algorithm. The aggressor FPGA affects a CPU sharing the same system-on-
chip (SoC). We show that circuits in the FPGA fabric, controlled by an attacker, can create a significant
supply voltage drop which, in turn, faults the software computation performed by the CPU or even causes
a denial-of-service attack. Our results do not rely on any hardware modifications of the target platform.
We present a characterization of the attack parameters and the effects observed. Then, we leverage the
FPGA-induced undervolting to fault multiplications executing on the CPU.We also highlight how an attacker
might benefit from the injected faults to compromise the system’s security by demonstrating differential
fault analysis (DFA) against an advanced encryption standard (AES) implementation. Our work exposes a
new electrical-level threat in tightly integrated modern FPGA-CPU SoCs, bringing to light a need for more
research on countermeasures.
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I. INTRODUCTION
For decades, Moore’s law and Dennard’s scaling have been
steadily driving the magnificent computing performance
growth. As Moore had predicted, the number of transistors
on integrated circuits (ICs) was doubling every 18 months.
Higher on-chip speeds were also possible, for the same power
per unit area [1]. However, the power efficiency has come to
an end, limiting the benefit of higher transistor density. There-
fore, Moore’s law is becoming obsolete. To keep up with the
increasing computing performance needs, the landscape of

The associate editor coordinating the review of this manuscript and

approving it for publication was Biju Issac .

computing systems is drastically changing. Heterogeneous
systems have enhanced the traditional, central processing unit
(CPU) based platforms. In heterogeneous systems, different
types of processing units, each well adapted to a range of user
workloads, are combined.
Field-programmable gate arrays (FPGAs), thanks to their

bit-level programmability, can be used to build custom hard-
ware accelerators. FPGAs are well suited for a variety
of applications, e.g., high-performance computing, machine
learning, industrial, automotive, aerospace, and defense.
In heterogeneous systems, FPGAs can be incorporated as
standalone circuits or as part of a system-on-a-chip (SoC)
together with a general-purpose CPU. Both Xilinx-AMD
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