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E ABSTRACT Field-programmable gate arrays (FPGAs) combine hardware reconfigurability with a high
degree of parallelism. Consequently, FPGAs offer performance gains and power savings for many applica-
tions. A recent trend has been to leverage the hardware versatility of FPGAs with the software programma-
bility of central processing units (CPUs) to improve the performance of processing-intensive workloads.
A variety of heterogeneous FPGA-CPU embedded systems are thus available. However, the security of
FPGA-CPU systems has not yet been thoroughly evaluated. In this work, we demonstrate the first attack on
FPGA-CPU platforms which leverages undervolting caused by the FPGA to inject faults and exploit them
against a software encryption algorithm. The aggressor FPGA affects a CPU sharing the same system-on-
chip (SoC). We show that circuits in the FPGA fabric, controlled by an attacker, can create a significant
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